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1. INTRODUCTION/BACKGROUND

This procedure is to support Trust Staff should there be a bomb threat or a suspect package
(including possible chemical agents). Please refer to the Trusts Major Incident Plan in
conjunction to this procedure. Bomb scares whether real or false alarms are a regrettable
hazard of modern day living.

Bombs can be of four main types:
e Letter and Parcel Bombs sent through the mail. They will generally contain only a few
ounces of explosives.
e Anti-personnel bombs for indiscriminate attacks on people, the aim being to kill or
maim as many as possible. These can be nails or other jagged metal havin
shrapnel effect.

e Anti-property for damaging buildings, especially dangerous in modern i e
buildings. They vary in size from a few pounds to 500lbs or more.
¢ Incendiaries can be simple devices such as petrol bombs or mor istighted

including highly flammable and long burning materials.
The following procedure is to be used as guidance to adapt to a should it occur
and in order that staff can respond effectively and consequentlgl asdysafety to staff,
visitors and patients. \

2. CONTENT OF POLICY

This policy was compiled in response to national
Management Service (NHS SMS). The overridj
safety and security of staff and others. To thi
there are any concerns about the securit
immediately.

rom the NHS Security

ity of the NHS SMS is to ensure the
isstressed from the onset that, where
idual, the police should be called

Throughout this document, the te 0" means any knife or other type of sharply bladed
or pointed object, or any object uld De used to injure another person

The possession of any m jectg that may be used as weapons will only be unlawful when
they are carried in a pulffic plage®Both Acts (see below) define a public place and this will

include most NHS prem¥§es:

Prevention of e Act 1953, s.1

In this sectiogmguibliCNglace’ include any highway and any other premises or place to which at
the materi e public have or are permitted to have access, whether on payment or
otherwi

Crim ice Act 1988, s.139
In this S8gtion ‘public place’ includes any place to which at the material time the public have or
are permitted access, whether on payment or otherwise.

2.1  Duties and responsibilities
The Chief Executive

The Chief Executive has overall responsibility for the effective implementation of Bomb Threat
Procedure.
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The Security Management Director (SMD)
The Trusts’ Chief Operating Officer has operational responsibility for all security matters as
the Security Management Director as specified in the Secretary of State Directions.

The Local Security Management Specialist (LSMS)

The LSMS is responsible for providing advice, guidance and support to managers in
developing individual local arrangements under this policy. Also for providing advice,
guidance and support to any employee relevant to the policy. The LSMS is responsible for
working with the Security Management Director (SMD) and other managers to investigate any
incident of violence or security breach, to identify ways to reduce the risk further.

The Health, Safety and Welfare Group
The Health, Safety and Welfare Group will be responsible for the overall impleige ongnd
monitoring of Bomb Threat Procedure.

Line Managers
e Line Managers are responsible for reviewing operations to identi
employees may be exposed to foreseeable risks etc. verbal alfs

work related safety hazard. They are responsible for under\kxC
hai
ge

IOps where

#al assault or a
implementing and
ffectiveness at
ircumstances occurs

documenting risk assessments and reviewing and maintaini
intervals not exceeding one year or when a significantgfian
and following any incident.

e Line Managers must ensure that monitoring c ' ith the risk assessment
recommendations and control measures sej8ut 8y the Trust. Line Managers must
communicate these measures clearly to |g#feeS%and to ensure they receive

appropriate essential training. Ensurin ofrd incidents are reported via agreed

systems (see Incident Reporting Poji

e Line Managers must ensure t r adencies are informed of risk assessments, any
subsequent reviews and ch work plan, especially when planning changes in
service provision, which {gke a%go®t of possible risks to safety and make arrangements
for their avoidance or

e Line Managers mustQonit@r reports of incidents or potential incidents to ensure that
correct action jgPtaken event a recurrence. (See Incident Reporting Policy GR1).

All Trust Enadoyee

ill be expected to fully familarise them selves with contents of this policy;

Incident the employee must ensure details of the incident are recorded in
e with the Trust’s Incident Reporting Policy;

e Trust staff will be expected to co-operate in any enquiry into such incidents or where
losses by theft or otherwise, is or may be expected.

3. REFERENCES

NHS Security Management Service ‘Offensive Weapons’ (2006)
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Appendix 1

General Guidelines

A bomb or incendiary device is easily disguised, and is designed to cause damage by blast or

fire. They can be concealed in a briefcase, handbag and flask or in the case of incendiary
devices, in a cigarette pack, cassette pack, cassette tape or similar container.

Litterbins and toilets have been favoured for depositing devices in the past. In recent times we

have also seen effects of suicide bombers.

1) Report any object/person you see which you consider is suspicious. Dogt atgpor

think twice about it. No one will criticise you for a false alarm.

radios within 25 metres.

2) Do not touch or attempt to move it. %
3) Remain at a safe distance from the object and keep others% ot transmit from

4) Notify switchboard immediately, giving your name locatlyn.

5) The police and bomb disposal will want to talk ou 3y make yourself known to the

Emergency Service. Your first hand accou you have seen is essential.

@
Q~
Q~
Qo
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Appendix 2

Dealing with Telephone Warnings of a Bomb Threat
Historically it is switchboard operators who most frequently receive telephone bomb warnings,
but any member of staff with a direct dial facility might also receive a threat.
Very often terrorists issue telephone warnings to organisations that would not be affected by
the explosions (i.e. a third party). However, in all cases telephone the police immediately
via the 999 system with as much information as possible.
Four key rules:

1. KEEP CALM

2. TRY TO OBTAIN AS MUCH INFORMATION AS POSSIBLE F@E CALLER -
MAKE NOTES

3. KEEP THE LINE OPEN EVEN AFTER THE CALLER H\ upP

4. REPORT THE CALL TO THE POLICE AND G L MANAGER/HEAD OF
SERVICES

An Aide Memoire is attached within this proced
laminated and displayed prominently within t

u t which should be printed,
chMward department.

s also attached and should be used in all
in the Switchboard Department and

A form to be completed in receipt of a kg
cases. This form should be displaye
departments with a direct dial facil
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cwp Cheshire and Wirral Partnership NHS'

NHS Foundation Trust

Appendix 3
QUICK REFERENCE GUIDE FOR A BOMB THREAT

DO NOT PUT DOWN THE HANDSET OR CUT OFF THE CALLER

Please try and remain calm and obtain as much information as you can. Try and make a note
of the information below.

THREAT MESSAGE (exact words)

WHERE IS IT? WHAT IS YOUR NAME? DID YOU
BOMRER

WHAT TIME WILL IT GO WHAT IS YOUR ADDRESS? w YOWDOING
OFF? S~
WHAT DOES IT LOOK TELEPHONE No? YOU
LIKE? ER NT?
WHAT KIND OF BOMB IS WHAT WILL CAUSE IT TO
IT? (Type of explosive) GO OFF?
DETAILS OF CALLER
Man |:| Woman |:| Child |:| oung |:| Approx age:
THREAT LANGUAGE
Well-spoken (educated) |:| Foul Irrational |:|
Taped |:| Incoherent Message obviously being read |:|
Message
CALLER’S VOICE
Calm |:| Angry Excited |:| Slow |:|
Soft |:| Rapid Loud |:| Laughter |:|
Crying Nor Distinct Slurred

] [] [] []
Nasal Stigger |:| Lisp |:| Raspy |:|
Deep Ragged |:| Clearing throat |:| Deep breathing |:|
Cracking voice ‘ psguised |:| Accent |:| Familiar |:|
If voice is failic @
did it sound li
BACKG SOUNDS
Interruptions |:| Some one in background? |:| Street noises |:| Crockery |:|
Voices PA [ ] | Music House

|:| system |:| noises |:|
Motor Vehicles Office machinery Phone Factory

|:| |:| Booth |:| machinery |:|
Animal noises |:| Clear |:| Static |:| Local |:|
Long distance |:| Aircraft |:| Children |:| Others |:|
REMARKS
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‘ C@ Cheshire and Wirral Partnership NHS

NHS Foundation Trust
Appendix 4

TELEPHONE BOMB THREAT WARNING RECORD FORM

Immediately alert someone else if possible (so that the Security Service may be informed)

DO NOT PUT DOWN THE HANDSET OR CUT OFF THE CALLER. Obtain as much

information as you can.
Complete this form as you go along, asking questions in sequence as nece%@

THREAT MESSAGE (exact words)

Where is it?

What time will it go off?
What does it look like?
What kind of bomb is it?
(type of explosive)

What will cause it to go off?
Did you place the bomb?
Why are you doing this?
Who do you represent?
What is your name?
What is your address?
Telephone no?

If the threat relates to fflnoth
999.

COMPLETE TP&I;OWING AS SOON AS PRACTICABLE
[ r at Which call was received |

e or location, contact the police at once by dialling

DETAIL®OF CALLER

| Man | Woman | Child | Old/young | Approx age:
THREAT LANGUAGE
Well-spoken (educated) Foul | Irrational
Taped Incoherent | Message obviously being read

CALLER’'S VOICE

Calm Angry Excited Slow

Soft Rapid Loud Laughter

Crying Normal Distinct Slurred
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Nasal Stutter Lisp Raspy
Deep Ragged Clearing throat Deep breathing
Cracking voice Disguised Accent Familiar

If voice is familiar, who did it sound like? |

BACKGROUND SOUNDS

Interruptions Some one in Street noises Crockery
background?

Voices PA system Music House noises

Motors Office machinery | Booth Factory machinery

Animal noises Clear Static Local

Long distance Aircraft Children Others

REMARKS

DETAILS OF PERSON RECEIVING PHONE CALL

Full Name

Job Title

Base

Telephone Number

Did anyone else hear the content of the
call? (Yes or No) If YES, please
provide details

Time/day/date

Police informed

Details of person informing Police

DETAILS OF FIRST PERS INFQRMED OF CALL BY THE CALL RECEIVER

Full Name
Post Title
Telephone Numbe

Any other relevgglnformation:

Signed) .......... ... ... (Print name)
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Appendix 5

Guidance Postal Bombs — Possible Signs and Actions

Any one of the following signs should alert members of staff to the possibility that a letter or
package contains an explosive device.

Grease marks on the envelope or wrapping.
An unusual odour such as marzipan or machine oil

Visible wiring or tin foil, especially if the envelope or package is damaged

The envelope or package may feel heavy for its size.

The weight/distribution may be uneven. The contents may be rigid inga fle>8gl
envelope. Q

It may have been delivered by hand from an unknown source ofpo an

unusual place.

If a package, it may have excessive wrapping.

There may be poor handwriting, spelling or typing.

It may be wrongfully addressed or come from an un peN urce.

There may be too many stamps for the weight of package.

Actions for dealing with a package that may contairfgn explosive device.

1. Put it down gently and walk away from g fog aNgnimum of 100 metres.

2. Evacuate the immediate area and rais algsm.

3. Inform the police via the 999 syst

4. Do not place the package into a . water) or place anything on top of it.

5. Do not tamper with or open e.

6. Make a description of the its location within the room (e.g. size, shape,
lettering on it).

7. Establish, if possible, q¢heth®y tife person to whom the package is addressed is
expecting the pac

8. Complete Suspeft Pacigage Report Form and return to Trust Board.

9. Complete Trust Ir'gdegfReport Form.
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Appendix 6
Suspicious Package Report Form
ALL STAFF WHO MIGHT BE REQUIRED TO OPEN MAIL SHOULD BE MADE
AWARE OF THESE GUIDELINES

Out of normal office hours which are 9.00 a.m. to 5.00 p.m., Monday to Friday, the manager
on-call should be notified

Suspicious Package Report Form

Where found

. &

Description

Action taken

Signature

Follow Up
action

Print name %

Signed by Executive Digctor o Be completed by Executive Director at Trust Board Offices)
Fax completed form to Bgecutpe Directors, Trust Board Offices, 01244 364340

O
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Appendix 7

Internal Procedure

Member of staff receiving call

Notify:

1. Clinical Services Manager/Bleep Holder.
2. Switch Board (in-patient only) @
3. Police 999 0

Start log of events e.g. time calls received etc.

The Role of the Senior Nurse/Manager on Call \

1. If information indicated the location of a bomb, quick survey and if necessary
arrange evacuation to a safe area.

2. Supervise at scene until help arrives. %

3. In the event of an explosion, surve SWgltieg# arrange for call out of doctors,

additional nurses.
4. Identify any casualties.

5. Liaise with the Executjve c§ and collate information.

Chief Executive/ExecUijve Dfector/On-Call Manager 3rd Tier

1. Putons by or activate the Trust’'s Major Incident Plan depending on a threat or

2. e and control log of events.
3. ' ith Senior Manager at the scene.
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Appendix 8
The ‘Rinse-Wipe-Rinse’ Method of Casualty Decontamination (equipment required)
For effective application of the rinse-wipe-rinse method, the following equipment is required:

Water (preferably lukewarm)

A bucket or other container (5-10 litre capacity)
Liquid soap

A sponge or soft brush.

Procedures

1. For contamination by industrial chemicals, suspected chemical w
agents or other unidentified substances, make up a solution of
water (5 ml of soap per litre of water or approximately three
bucket of water). These decontaminants are the best for ug€ i
under consideration, but their efficiency is limited.

2. If the removal of clothes is required, remove from #ad chvards to ensure patrticles

are not inhaled.

, bplogical
lukewarm
uid soap in a

3. Having removed any contaminated clothin affected areas with the soap

4. The rinse should be applied to ca aaalc areas of skin only, to avoid spread to
uncontaminated areas.

5. Wipe the affected areas
remove organic chemycals

gh et Sponge or soft brush. The first wash helps to
d Metrochemicals that adhere to the skin.

6. Rinse using the gap s a second time to remove any residual chemicals (this is

particularly impognt if § is known that the contaminant primarily comprises biological
material) ag# dry t In with a clean towel.

9. The rinse water will be contaminated and must be considered hazardous. Care should
therefore be taken to avoid further contamination.

10.Brushes and sponges used will also be contaminated and should not used on new
patients
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APPENDIX 9

Training Needs Analysis for the approved document

Please tick as appropriate

via appropriate channels

There is no specific training requirements- awareness for relevant staff required, disseminated v

(Do not continue to complete this form-no formal training needs analysis required)

There is specific training requirements for staff groups
(Please complete the remainder of the form-formal training needs analysis required- link with
learning and development department.

Staff Group

v if
appropriate

Frequency Suggested Delivery Met
(traditional/ face to face /
learning/hand

\

Trustwide
essential
learning
program
me for
this staff
group (¥
if yes)

Career Grade Doctor

Training Grade Doctors

Locum medical staff

Inpatient Registered Nurse

Inpatient Non- registered
Nurse/Care Assistant

Community Registered Nurse

Community Non Registered
Nurses/Care Assistants

Psychologists/Pharmacists

Therapists

Clinical bank staff regular wRker

Clinical bank staff4 uent
worker
Non-clinical onta

Non-clini®yg

Pleas®gIVE

additional information impacting on identified staff group training needs (if applicable)

Security Manager
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Please give the source that has informed the training requirement outlined within the policy i.e.
National Confidential Inquiry/NICE guidance etc

ADDITIONAL INFORMATION FOR CONSIDERATION:
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APPENDIX 10

Equality and diversity/Human Rights impact assessment

IS IT RELEVANT? HOW RELEVANT IS IT?
Does the policy Is there evidence | How much Is there public
include anything to believe that evidence do you | concern that the
that ... groups could be have policy is
Eliminates treated different- discriminatory?
discrimination if so, which
and/or groups within
Promotes equal each None or a little (Arngveigres, no
opportunities category(e.g. Some or h
(Answer yes, no or | under 16 year Substantial caNgo ted)
N/A for each olds in age
category listed) category)
Race NO NO N/A N/A
Gender NO NO /A N/A
Disability NO NO N/A
Age NO NO IA N/A
Sexual orientation NO N/A N/A
Religion or beliefs NO N/A N/A
Now evaluate your answers by ugif eria provided and underline which describes your
policy
Relevance iNgal Monitoring®
High relevance If thgre Is substantial evidence that You need to start monitoring the
indiglates that groups could be treated | impact of this policy within a
erently because of the policy year of it being introduced
Medium relev If there is some evidence that You need to start monitoring the
indicates that groups could be treated | impact of this policy within 2
differently because of the policy years of it being introduced:
Low If there is little/no evidence that Impact monitored at least every
indicates that groups could be treated | 3 years
differently because of the policy

% Could be gauged from surveys, audit data, complaints etc,

® Policy Reviews Group working with Equality & Diversity/Human Rights Group must monitor the impact of policies through the following
channels: results from the national service user survey, the national mental health and ethnicity census, complaints data, PALS feedback,
individual systems within clinical services through which ward and community staff liaise with service users and carers i.e. ward meetings,
modern matron meetings

* This assent will be reviewed by the Equality and Diversity/Human Rights group
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Human Rights

When developing any policies, policy writers should ask themselves ‘does the policy engage/restrict

anyone’s Human Rights?’

What is the
Convention of Human
Rights?

There are 16 basic rights in the Human Rights Act, all taken from the
European Convention on Human Rights. There are 3 types of rights
detailed as follows:

Absolute- cannot opt out of | Right to life

these rights under any Prohibition of torture
circumstance- cannot be Prohibition of slavery and forged
balanced against any public labour
interest No punishment without

Right to free elections

Right to marry

Abolition of the h
Limited- these rights are Right to libertyl urity

subject to predetermined Right to ajemgtri
exceptions
Qualified- these rights can be | Resp rivgte and family life

challenged in order to protect | Right to m of thought,

the rights of other people nscience®and religion

dom of expression

m of assembly and association
ohibition of discrimination

otection of property

Right to education

Where can | get more
information about
this?

More details can hgafo atgle Department of Constitutional Affairs

0®) Making sense of human rights — a short introduction,
ight
006) A Guide to the Human Rights Act 1998, crown copyright

What should | do if |
suspect my polic
affects anyone’
Human Rights”

You gnould forward for discussion at the Trustwide Equality and Diversity
uman Rights Group within the Trust- contact John Short, Chief

Operating Officer, executive lead for Equality & Diversity and Human

Rights

mailto: john.short@cwp.nhs.uk

an rights listed

has been considered and my policy does affect a human right article(s) but this has
been discussed and ‘qualified’ at Trust Equality and Diversity and Human Rights Group
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